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Disclaimer
The information, documentation and figures available in this deliverable are written by the“ROXANNE - Real time network, text, and speaker analytics for combating organised crime”project’s consortium under EC grant agreement 833635 and do not necessarily reflect the viewsof the European Commission.
The European Commission is not liable for any use that may be made of the informationcontained herein.

Copyright notice
© 2019 - 2022 ROXANNE Consortium

Project co-funded by the European Commission within the H2020 Programme (2014-2020)
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* R: Document, report (excluding the periodic and final reports)DEM: Demonstrator, pilot, prototype, plan designsDEC: Websites, patents filing, press & media actions, videos, etc.OTHER: Software, technical diagram, etc.
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Executive summary
The ROXANNE communication plan outlines the strategy for developing content and deployingcommunication channels in order to reach the identified stakeholder groups efficiently, conveythe project’s key messages, and achieve the expected impact. It defines the key messages, thetarget audiences, the means, and channels we will use to engage them and when.The strategy is based on the following goals:

 Efficient communication of the project and its results through a number of channels inorder to reach all the relevant stakeholder communities (as noted in the plan).
 Monitoring of the communication activities results to effectively assess the progress andimplementation of the communication strategy.
 Raising awareness and promoting ROXANNE’s actions and results to the widercommunity, including the general public.

The communication plan includes:
 A communication strategy that considers objectives, stakeholder engagement, and key messages Defined communication tools and how they will be used for stakeholder engagement Processes to implement, monitor, and evaluate communications and KPIs

Month 18 revision notes
This document provides an update on the communications plan at the midpoint of the project(month 18 out of 36). Overall, the plan set out in D9.2 submitted at M4 of the project remainsappropriate to meet the goals set when the plan was originally written and submitted. Thisdocument contains clarifications on any changes in the plan and progress updates on eachactivity.Some sections have been added, including updates on the delivery of all the communicationtools throughout section 3 with reflection of activities that have already been carried out. AConclusions section has been added to summarise the updated document. We have also madesome editorial corrections and added screen shots where appropriate to show the developmentof the project.
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1. Introduction
This deliverable D9.9 provides an update on D9.2 which was submitted in M4. It outlines theCommunication Strategy for ROXANNE and its development during the first 18 months of theproject. This deliverable, in the same manner as the original plan in D9.2, focuses on theappropriate channels and key messaging used to promote the ROXANNE projects’ results amongits identified targeted stakeholder groups and the general public.The communication strategy aims to spread awareness of the project’s research activities andresults to the wider public, including non-specialists, in a clear, digestible approach.The strategic approach is supported by the implementation plan, detailed in this report, whichstructures key processes and schedules for the ROXANNE consortium in order to:- Build a digital presence- Build a project network consisting of stakeholder and media lists- Schedule processes for monitoring and evaluating communications

1.1. Background
Organized crime is the most challenging type of crime for Law Enforcement Agencies (LEAs) toinvestigate, and a substantial threat for modern societies as well as to national and internationalsecurity. The ROXANNE project aims to enable LEAs to discover criminal networks and identifytheir members by combining the capabilities of speech and language technologies, visual, andnetwork analyses. ROXANNE focuses on privacy-aware link analysis and speaker data miningto provide LEAs with a legal framework as well as the technical tools to track and uncovercriminals.ROXANNE aims to maximize the speed and quality of the investigations by advancing privacy-aware network analysis and speech/text/video data mining to provide LEAs with a legal frameworkas well as the technical tools to track and uncover criminals.
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2. Communication Strategy
The ROXANNE communication strategy is comprised of four main elements:(i) Outreach, communication, and engagement of LEAs and public bodies
Developing an approach to effectively and efficiently reach the target audience of LEAs andpublic bodies so that they engage not only in learning, but also in providing feedback about, andexperimenting with ROXANNE offerings.(ii) Outreach and communication to broader communities
Business and policymakers: the provided information will help policymakers to understandROXANNE’s research approach and the implications that it has for the sustainability of thesesystems and the value they bring to the economy, without delving into the technical details ofthe approach. Emphasis should be placed on benefit factors and implications at the policy level.(iii) Outreach and communication to EU, National, Regional and Local authorities (NRLAs)
ROXANNE’s communication will also be aimed at helping NRLAs to understand how theROXANNE approach could affect the way crime investigation operates using the ROXANNEplatform and the benefits that will be sustained in the long term.(iv) Outreach and communication to the general public and media
The project’s communication also aims to communicate the project effectively to the media inorder to raise awareness of the project to potential stakeholders beyond the ones identified andtargeted by the project team. Many of the communication tools are also aimed at informing thegeneral public about the project, to highlight the importance of the work that is produced throughH2020-funding and the general benefits to society.

2.1 Stakeholder engagement
Partners on the ROXANNE project will work together to develop an approach to effectively andefficiently reach relevant stakeholders and partners, who may contribute to further enhance thescope of the ROXANNE platform. This will help create a self-sustainable future environmentinvolving end-users that will continue attracting the attention of LEAs, entrepreneurs andresearchers.Within this context, the main communication challenges consist in: Defining distinct messaging that will be engaging for LEAs, policymakers, SMEs,innovators, and the general public in a way all audiences are able to understand anddigest, in order to maximise engagement and therefore impact.

 Targeting the appropriate messaging to each specific stakeholder group in a way that iseasily digestible and encourages them to engage with the project and employing the rightcommunication channel/s to do so.
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2.2 Communications objectives
ROXANNE’s communications aim to:

1. Draw the attention of relevant stakeholders, including the media and public, to the issues raisedby intelligence-led policing, highlighting the benefits of these new technologies and what they willbring to policing.2. Build a rich network of stakeholders, including the media and the public.
2.3 Identify a diverse audience and define key messages

ROXANNE’s communications are reaching out to a diverse audience with the objective ofraising awareness about the project and achieved results. When addressing the general public,the tone of voice of the communications and the messages are defined by exploring how theinnovative impact of the project addresses general societal needs and how the project’s topichas engaged public interest along with the general and specialised media’s interest.
2.3.1 Key messages

The communications plan sets out to address all target groups for ROXANNE with relevantmessages and information. All communications will be tailored to the specific group according tothe specific message to be conveyed, summarised in the table below:
Stakeholder Communication Objective Key message
LEAs To help LEAs understand the additionalcapabilities offered by ROXANNE withrespect to existing solutions.LEAs can contribute through strategictrainings, technical exercises, testinginternational collaboration frameworks, andrelationship building with colleagues.LEAs can also help guide the developmentof viable and sustainable ROXANNE toolsthat respond to their needs (technical,operational, etc.).They can also shed some light on theprocurement procedures LEAs usuallyfollow, which is important for exploitationplanning activities.

The ROXANNE project iscombining existing technologiesinto one toolset that will enableLEAs to investigate criminalnetworks faster and with greaterease and accuracy to help thefight against crime and terrorism.
The toolset combines speechand language technologies andvisual analysis with networkanalysis. The tool will find newconnections between results andproduce easy to interpretinsights, ultimately saving LEAstime and money.
The ROXANNE project will offeradvantages over existingsolutions, that have beendeveloped working in closecommunication with LEAs.
ROXANNE will be accompaniedby a training tool for LEAs to
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Stakeholder Communication Objective Key message
implement ROXANNE into theircurrent systems.

Public and privateorganisations To make these organisations aware of theproject as potential customers of theROXANNE solutions. Let them know theprogress of the project and how they cancontribute to the battle against crime.

The ROXANNE solution offersLEAs and investigators anenhanced and faster way toidentify criminal networks.

The academic andindustrial R&Dcommunity
Make them aware of the project results andpotentially incorporate them as part of amore complex/complete solution or product.Academics and researchers can contributeto research and development, research frompostgraduate students, resourcedevelopment, providing a teaching platform,raising awareness among other fields,increasing collaboration.IPR permitting, their involvement would alsocontribute to validating technical results,such as the robustness of built computermodels.

The ROXANNE project isworking with a range of newtechnologies to build a uniquetoolset for LEAs that will improvethe investigation process.
The ROXANNE project isdeveloping innovative ways ofcombining speech and languagetechnologies and visual analysiswith network analysis.

EU, National,Regional and Localauthorities(NRLAs),governmentworkers, operators,and policymakers

The provided information should helpNRLAs to understand how the ROXANNEapproach could affect the way crimeinvestigation operates and the benefits thatwill be sustained in the long term. Emphasisshould be placed on cost and benefit factorsand implications at the policy level.They can contribute through strategictraining, testing policies and laws, testinginternational collaboration frameworks,raising awareness among the public sector.They can also be made aware of any policyand legal challenges encountered bysecurity projects such as ROXANNE in theirresearch work i.e., obstacles to datacollection and sharing.

ROXANNE is an EU-fundedresearch and innovation projectunderpinned by a strong legalframework.
The ROXANNE project willdevelop a toolset that willimprove the resources availablefor LEAs to fight organised crimeand terrorism.

General public anduser groups To understand why the ROXANNEapproach is needed in crime investigationand highlight the potential benefits it canbring to wider society. The providedinformation should help LEAs and Ministriesinform the European citizens to understandthe main concepts and approach ofROXANNE and the implications that it hasfor the general feeling of security and justicein the EU, without delving into the fulltechnical details of the approach.Communicating the underlying legalsafeguards implemented in ROXANNEshould also contribute to increased publictrust and acceptance of new technologies.

This is a multi-disciplinary andmulti-national project with aconsortium of 24 organisationsincluding 11 LEA partners.
The project is underpinned bystrict ethical and legalrequirements meaning that dataprivacy is an essential part of thetool.
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Stakeholder Communication Objective Key message
Support from the media can help to improvethe awareness of ROXANNE to otherrelevant stakeholders.

European Networkof Forensic ScienceInstitutes (ENFSI),Europeaninstitutions, andNGOs

To understand how the ROXANNEapproach could affect the way crimeinvestigation operates using the ROXANNEplatform and the benefits that will besustained in the long term, as well as theadditional capabilities offered by the projectwith respect to existing solutions.

The ROXANNE project willdevelop a toolset that willimprove the resources availablefor LEAs to fight organised crimeand terrorism.

Developers, otherSMEs, andInnovationCommunities
Make them aware of the project results andto potentially incorporate them as part of amore complex solution or product. Theymay offer new ideas for productdevelopment.These groups can contribute through beta-testing products, testing tools in a complexenvironment, marketing platforms tospecialists, selling products.

The ROXANNE project isdeveloping innovative ways ofcombining speech and languagetechnologies and visual analysiswith network analysis, with theaim of providing LEAs with betterresources for investigatingcriminal networks.

Table 1 Stakeholder segmentation and key messages.

In summary, the main objectives of ROXANNE’s communications will aim to promote theproject’s research outputs and raise awareness about the project’s objectives andachievements. However, partners will also create engaging content aimed at the general public,aimed to inform and engage them with the research topic. Therefore, the project’s keymessages will also include real-life case studies and media examples.ROXANNE aims to communicate how the use of innovative technology will advance theidentification of criminal networks. The benefits of developing advanced investigative resourceswill be portrayed by using success stories in the news and specialist media, such as highlightingcases in the public domain that demonstrate the success of using artificial intelligence methods,like automatic speech recognition and natural language processing to combat criminal activity.ROXANNE also aims to show the impact of transnational crime and complex criminal networkson international security, highlighting the importance of the project and of innovation in theresearch and development of progressive tools and platforms.
2.3.2 Define communications formats and channels

The communication formats will vary in relation to the different communication channels.ROXANNE will develop a digital presence, via:
 ROXANNE’s website, including blogs and guest-blogs Social media accounts (Twitter and LinkedIn) Bi-annual newsletters



ROXANNE | D9.9: The project's communications plan update M18

13
This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 833635. No part of thisdocument may be used, reproduced and/or disclosed in any form or by any means without the prior written permission of the ROXANNE project partners. © 2019 –All rights reserved.

 Videos
and printed dissemination material to support the promotion of the project among stakeholdersbut also to a non-specialist audience when participating or organising conferences.

M18 Update:
2.3.3 Crisis communications strategy

In case of events that may damage the reputation or brand of the project, there is a crisiscommunication strategy in place to ensure that the team responds in the most appropriate andeffective way. Key to this strategy is that all actions will be carried out quickly and efficiently.
If any partner becomes aware of any criticism about the ROXANNE project, they will first informthe coordinator and the dissemination and communication leader (CAP).
This team can then include any other ROXANNE partners who may contribute in theassessment of the situation and the source of the crisis. The partners will then evaluate andagree internally the best course of action.
The ROXANNE team will adopt a proactive approach by ensuring that the project website istransparent regarding the goals of the project, the research methodology and the ethicalapproach. The level of transparency provided is adopted as a measure to pre-empt baselessclaims and contribute to build positive narratives about the projects, based on its vision,objectives and ethical commitment.
If appropriate, content can be added or changed on the website to address a specific situation.Similar positive messages that respond indirectly to the crisis but regarding specific issues canbe shared on social media.
Anything that could potentially affect the project negatively or that may require a direct responsecan be escalated to be taken forward to the ethical committee and/or the project officer.

2.4 Building a network
2.4.1 Stakeholder contact list

ROXANNE partners will work with the WP9 leader to build a stakeholder contact list, containingcontacts from each stakeholder segment for the distribution of newsletters and press releases.Each partner will be expected to share a minimum of 20 business contacts from their networks.To balance the distribution of contacts, each partner is asked to contribute contact informationof:
 5 LEAs 5 Policymakers
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1 << ROXANNE-edit / WP9/ communications /Stakeholders_Contacts_RXNN_v1.0.xlsx>>

 5 media contacts 5 industry or civil service organisations
To leverage on the network of all partners, each partner will be encouraged to share their list ofrelevant stakeholders to be added to the project contact list. These contacts can be collected onthe basis of legitimate interest. The legitimate interest assessment developed by TrilateralResearch (TRI) partner has been confirmed with the DG JUST at the EC as the lawful basis forbuilding a stakeholders list within EU projects. Partners are encouraged to share their contacts,referring only relevant business contacts, using organisational emails only (not personalemails).For each communication sent from ROXANNE channels, we will give the contacts the option toopt-out from any other future communication (for example when sending the newsletter, theywill be provided with an unsubscribe option). The project’s privacy policy will specify how theconsortium is going to use these contacts and that these contacts will be used only within theremit of the project and not re-purposed for other purposes.All contacts will be saved in one central repository, in a file located on SWITCH drive1. D9.2stated that this would be accessible to all partners, but after further consideration, the fullcontact list is now only accessible to IDIAP, CAP, and TRI (who all require access to the list forcommunication purposes) to help maintain our stakeholders’ privacy. Moreover, the project’scontact list also includes all those contacts that register via the ROXANNE website in order toreceive the project’s newsletters and updates. This list will be used to circulate the project’s bi-annual newsletter and to keep those relevant stakeholders informed about the goals andprogress of the ROXANNE project.
A current update and analysis of the stakeholder contact list can be found in D9.4 (M12) andD9.13 (M18).

2.4.2 Media list (list of journalists and press interested in this subject)
Media contacts will be separated from other stakeholders of the project, with the intention ofleveraging these contacts to expose the project to more media coverage from relevantpublications. Partners will identify specialised media contacts across predominately Europeancountries, and each contribute approximately 5 contacts to help build the media network. Mediacontacts will be sent the project’s press releases and significant updates/project outputs with theintention of potentially securing a publication feature.


