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1 D4.1 Overview and analysis of lawfully intercepted and publicly available data, Deliverable of H2020 project No. 833635 - ROXANNE,December 2019.
2 D4.2, Simulated data for development and demonstration, Deliverable of H2020 project No. 833635 - ROXANNE, December 2020.

Executive summary
This deliverable, D4.3, Final report on ROXANNE data describes describes all data sets that has beenused to evaluate the final set of technologies developed in the ROXANNE project. Compared to previousdeliverables on data sets, D4.11 and D4.22, some data sets have been extended, added or discarded asthe requirements of the evaluation data has evolved along with the development of the ROXANNEplatform. The data sets described in this deliverable are those that have considered interesting forevaluating the final capabilities of the ROXANNE platform. Several data sets have been provided by LEApartners. However, for legal and ethical reasons, these content of these data sets are constrained and canonly be used to evaluate specific aspects of the ROXANNE platform. Therefore, large efforts have beenmade to collect a data set from a simulated criminal investigation named ROXANNE simulated data(ROXSD). This data set contains all types of information and modalities that can be processed by theROXANNE platform and it is the main focus of this deliverable.
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3 These data sets were well described in the related previous deliverables with references to the literature, therefore they are not described inthis deliverable.
4 Detailed information about these common datasets were presented in deliverables D1.3 Data Management Plan (Month 6), D1.4 InternalProgress and Quality Planning Report and D5.1 Initial Speech/Text/Video Technologies, as well as in Ethics Deliverables D10.8 and D10.10.

1 Introduction
ROXANNE aims to enhance criminal investigations through the extraction of information from multiple modalitiesof data obtained in the criminal investigation. In order to evaluate the technologies developed to this end, realisticdata is indispensable. In addition, the core technologies of the ROXANNE solution such as speaker recognition,speech recognition, natural language processing, video processing and network analysis rely heavily on machinelearning approaches in which large amounts of data are required to accurately train the associated models. Standardpublic data sets have been used to train the individual models of the ROXANNE technologies3. These are, however,not rich enough for evaluating the multimodal nature and the for fulfilling the practical objectives of the ROXANNEsolution.
The ROXANNE project was originally planned to operate on data from the following sources:

 lawfully intercepted communications (wire-tap recordings) and videos of criminal network members,accessed by the ROXANNE end-users (LEAs), data collected from open sources (i.e., web and social media platforms such as Facebook, Twitter,Instagram and YouTube) which are relevant to criminal cases, data collected and/or produced by other research projects.
An initial list of sources which were considered to be relevant for ROXANNE at the beginning of the project wascompiled and presented in D4.1. This list contained publicly available datasets as well as some lawfully intercepteddata which could be used for scientific and evaluation purposes. Three of such datasets (CSI, NIST and ENRON)were then selected for common use to evaluate and demonstrate the individual technologies. The Consortium alsohad a mutual agreement with the sister project LOCARD to exploit their online grooming dataset. Key properties ofthese datasets4 together with the modalities they contain and the technologies they can support are summarized inTable 1.

Dataset CSI NIST ENRON LOCARD
Domain TV Public Crime Crime
Language EN EN EN Multi

Mod
aliti

es

Audio x x
Transcripts x x
Text x
Image/Video x
Spkr/Author Labels x x x

Tec
hno

logi
es

Speaker Ver/Cluster x x
Speech Recognition x
Named Entity Recognition x x
Topic Detection x
Network Analysis x x
Image Similarity x

Table 1. Key properties of the initially selected datasets
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5 D1.3, D1.7, D1.8, ROXANNE’s data management plan, Deliverable of H2020 project No. 833635 - ROXANNE, February 2020, February,2021, December 2022.
6 The minimum required set of languages were defined to be English, German, Russian and Czech.

Although these datasets served as a good starting point for adaptation and evaluation of models in the early phase ofthe project, they were unsuitable for the greater goals of the project, i.e., the interplay of network and speech analysis,therefore could only be used to demonstrate a limited number of technologies involved. Besides, the data collectedfrom open sources brought with some legal and ethical issues, and were relatively far from the LEAs’ use-cases ofinterest. Lawfully intercepted data were impossible to be transferred from the Project’s LEA partners to the technicalpartners, due to legal, privacy and operational reasons. The LEAs were only able to provide some real data to theconsortium partners in limited form.
The Consortium has therefore decided to prioritize the work defined in Task 4.6, which deals with the creation of asimulated dataset of communication in organized crime for development and demonstration activities. This datasetwas called the ROXANNE Simulated Dataset (ROXSD, in short). Early design phases and the first round of datacollection efforts were explained in the deliverable D4.2. After the submission of D4.2, two special workshops wereheld to collect more data emphasizing on multimodality and multilinguality, and special attention was given toprovide the ground-truth annotations of all modalities involved. The ROXSD has become the main evaluation anddemonstration dataset in the project by covering all modalities and technologies listed in Table 1, and were used inthe three ROXANNE field tests conducted between 2020-2022. ROXSD is one of the two major tangible outcomesof the ROXANNE project, besides the ROXANNE (Autocrime) platform.
In Section 2 of this document we explain the ROXSD in detail, from the idea and scenario creation to data collectionto ground-truth annotation. Then, in Section 3, we talk about the other datasets which were provided by the LEApartners for their use-cases. All of the data collection and processing in the project were handled within legal andethical norms and under supervision, which we briefly explain in Section 4. Section 5 concludes this deliverable witha summary and comments. Notice that this deliverable focus on datasets used for evaluation of the ROXANNEplatform. Standard public datasets used for training core technologies are not described since they are well describedin the literature. The relevant references for these technologies are provided in their descriptions in WP5 and WP6deliverables. A full list of datasets used in the project is available to consortium members in D1.3, D1.7 and D1.85.

2 ROXANNE Simulated Dataset (ROXSD)
2.1 Motivation and Plan
As introduced in Section 1, the need for collecting a dedicated dataset came from the necessity to test and evaluateall of the individual ROXANNE technologies as well as the ROXANNE platform, and to be able to demonstrate theresults and outcomes in a criminal investigation scenario without having to deal with legal and ethical issues. TheConsortium has considered it essential for the dataset to have the following three features:

 Realistic: The data must resemble what is collected in a real investigation as much as possible, bothqualitatively and contextually. Multimodal: The data must contain multiple data types (modalities) including audio, images/video and text. Multilingual: The communication between individuals must be carried out in multiple languages6.
The work towards preparing a screenplay for the ROXSD began in Spring 2020. One of the LEA partners, theNational Drug Headquarters of the Police of the Czech Republic (PCR) came up with an original scenario draft,based on their professional experience and without uncovering real cases. This draft scenario did not exactly match
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7 To get an insight about the range of criminal activities dealt with by NPC, an interested reader is encouraged to read their public annualreports, available in Czech and English: https://www.policie.cz/clanek/vyrocni-zpravy-annual-reports-jahresbericht.aspx
8 Some of the target calls had to be re-made by replacing the characters with new voice actors, as the terms of data use had to be changed afterthe data collection, and some volunteers did not accept the new terms. Their data were deleted from the collection.

any of the real cases, but was inspired by them7. The main characters and roles in the story, their motivation andrelationships had to be defined in more details by a working group composed of some of theWP4 technical partners.
The responsible partners then asked the Consortium members and their colleagues to volunteer in the data collectionprocess. The participants were selected with the goal in mind to create groups (cliques) who would speak a particularlanguage among themselves. Real personal data were collected only for administrative reasons (consent forms anddata for speakers who were financially compensated). For the data recordings, only simulated (fake) personal datawere used. The coordinating partner (Phonexia) asked the participants to suggest fake personal data for the characterswhich they role-played, roughly matching their own actual country, region and native language.
50 volunteers took part in the first round of data collection. The participants were given a summary of theconversation and a number of keywords to talk about, but they were free to structure the conversation. Some partnerschose to prepare the conversation script in advance and stick to it in the recording, while others chose to improvise.
In the meantime, the recording hardware and software were set up. For the first round of the recordings, the Twiliosoftware was used as the recording platform, hosted on Phonexia’s servers. The platform allows telephony connectionbetween participants and recording of stereo audio file of each call. The setting up of the acquisition environmentand its testing were conducted between December 2019 and February 2020. The first phase of recordings were splitinto two sections: target and non-target calls. The acquisition of both call types took place between June-December20208. A total of 236 calls were collected. This version of the dataset was named the ROXSD v1.0.
With the inclusion of ZITiS in ROXANNE, the Consortium had the chance to use the real interception equipment,and exploited this opportunity to extend the dataset. A new volunteering process began, and based on the availabilityof speakers, the scenario was extended with a suitable follow-up story. The main focus of the preparation andrecording was on metadata acquisition. A two-day workshop at ZITiS was held in November 2021 to collect moredata. Despite the challenge of recording all audio and CDR data in a short amount of time, and several technicalissues and organizational obstacles which had to be dealt with during the data acquisiton process, the two-days ofparticipants’ intense work brought a valuable extension to ROXSD. In the months following the ZITiS workshop itbecame obvious that cleaning and further processing of metadata to prepare the ground truth information is a verydifficult and time consuming task, especially that all metadata, which were based on a fictional story, had to becoherent and consistent. At this stage the ROXSD was extended to 345 audio recordings collected from 83 speakers.This version of ROXSD was named the v2.0.
Finally in May 2022, the partners gathered again at ZITiS for a second, three-day workshop to extend the story evenfurther. This time, video, text and geo-location data were also collected. The number of recordings and speakers inthe dataset increased to 481 and 103, respectively. The final version was named the ROXSD v3.0.
Besides the scenario building and data collection, a great amount of effort was also spent towards preparing themetadata information and the ground-truth annotations. This included, for instance, determining the speaker labels,manually diarizing the audio, manually transcribing the conversations, annotating the named entities and topics, etc..A particular attention was paid to the ethical and legal issues concerning the data collection. A description of theprocess and informed consent were elaborated in cooperation with the project partner Trilateral (UK), who is handlingthe ethical and legal issues in the project (see Annex 3 - Informed consent ).
As the dataset progressed and the structure of the technological components as well as the user’s needs and goalsshaped, the partners had to change the structure and formatting of these metadata labels and annotations a couple oftimes, finally reaching to a common understanding in M39. The latest version of the ROXSD Metadata set isversioned as v3.2.0.
In the next subsection, 2.2, we first explain the ROXSD scenario and its evolution during the three phases of datacollection. This is followed by details about the three main components of ROXSD, the calls subset (2.3), the video
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subset (2.4) and the text subset (2.5). Finally in 2.6, we talk about ROXSD as an outcome of the project, touchingupon its structure and the distribution plans.
2.2 ROXSD Scenario
The ROXSD story is built on a drug dealing case, in which a group of criminals communicate with each other overthe telephone. Their communications are intercepted (wire-tapped) by several (fictional) police organisations. Thewire-tapped data includes also a number of “innocent” people communicating with the criminals and with each other.
The offenders speak in Czech internally (planning local criminal activities) and (possibly bad and heavily accented)English when planning trans-national activities. The scenario also includes other international criminal groups whichspeak their native language such as German and Russian.
In the following subsections, we present the original ROXSD story and its evolution through the two additionalworkshops.
2.2.1 ROXSD version 1.0
The original scenario evolved into three fictional interconnected cases:

 Drug Distribution A (Case DDA)
 Drug Lab A (Case DLA)
 Drug Distribution B (Case DDB)

Case DDA
In Case DDA, Kryštof, a university student in Prague, is suspected of selling drugs. The police have wire-tappedtwo of his mobile telephones. Kryštof’s movements are mostly within Prague with some travels to Brno. The wiretapshave shown that Kryštof is in contact with other individuals who are either users or distributors of drugs.Communication is in Czech or Slovak. Most of the communication occurs at the point where the drugs change hands.
The police also start a wiretap on the mobile phones of his contacts Kristýna and Horký (Kuba), who are regular drugtakers, and also occasional distributors working for Kryštof.
Kryštof is often in touch with Sergej (in English), his schoolmate and main drug dealer, with whom they have alsoagreed on some larger transactions. As a consequence, Sergej’s telephone is also wiretapped. Most of Sergej’sconversations are in Russian. During one call between Sergej and Oleg, also Kryštof´s schoolmate, the tap caughtinformation about contact between Oleg and Kryštof. That is the reason why the police wire-tap also Oleg’s phone.One conversation mentions a delivery of drugs to London.
In the meantime, Kristýna buys a new SIM card. Being notified about this, the police immediately start interceptingalso this new number.
Case DLA
In Case DLA, the police suspect that two Vietnamese, Tuấn and Hoàng are dealing in large quantities of drugs andthat Hoàng may have a production site. Their telephones are wire-tapped. They mostly speak Vietnamese and calleach other several times. They are also often in touch with another two Vietnamese contacts.
In the meantime, Tuấn starts communicating with an unknown person in English, planning a large delivery of drugs.
Case DDB
In Case DDB, the police investigate Max, an Austrian student at a university in Prague suspected of the distributionof drugs in Prague city centre. Max’s telephone is wire-tapped, and he is in contact with several unknown individuals.He speaks German and English.



ROXANNE | D4.3 Final Report on ROXANNE Data

11
This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 833635. No part of this document maybe used, reproduced and/or disclosed in any form or by any means without the prior written permission of the ROXANNE project partners. © 2019 – All rights reserved.

9 This network depiction was manually created at Brno University of Technology with the i2 Analyst’s Notebook tool.

The investigation of these three cases uncovers a connection among the criminals and shows that all the cases areconnected. Kryštof appears to be at the center of the whole network. He resells drugs to foreign dealers and his sourceof drugs are Tuấn and Hoàng.
Figure 1 depicts the structure of the criminal network based on the communication between individuals9. The redlines represent the (“target”) calls made within the criminal group and the green lines represent the (“non-target”)calls between speakers who are either not suspects or calls which do not contain valuable information for aninvestigator in the simulated case. The direction of the arrow shows who called whom: from the caller (initiator) tothe receiver. The number on a line shows how many calls were made by that pair of speakers. The nodes of the graphare speakers with attached speaker label in the investigation case and the name used in the fictional case.

Figure 1. Structure of target and non-target calls in the ROXSD v1.0 network
2.2.2 ROXSD version 2.0
ROXSDv2 story evolves from and contains the ROXSDv1.
Case DDG
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The links between the three cases are uncovered during the individual investigations. Then the police continues theinvestigation by fusing the three cases, and realize that over time, the criminal activities spread across borders toAustria and Germany.
Kryštof becomes addicted to methamphetamine and after a few months of investigation, he dies from an overdose.
Kristina used to be Krystof’s close friend and has many connections who were used by Kryštof for drug distributionand production. But some of Kristina's contacts are lost, for example, Horky (Kuba), who is in anti-drug treatment.
Kristýna was hiding some of the narcotics for Kryštof in a safe place. When Kryštof diseased, she decides to makesome money by selling drugs. She decides to organize a drug business with Marko, who should have additionalcontacts and is often travelling (in Czechia and abroad, too). Marko becomes a closely monitored person based on aprevious investigation and his telephone activities.
Kristýna starts thinking about selling narcotics abroad because it seems to her like a more profitable option thanselling in Czechia. The Russian group and their connections to London seem to be lost because Sergej was not intouch with Kristýna, and Marko and Kristýna are not successful in reaching another colleague of theirs, Katja.
Marko and Kristýna recall that Jakub had some connection with people (Max) in Germany and ask him to give thesecontacts to them. Kristýna exchanges text messages with Max. Max had left Prague after finishing his studies at theuniversity and he is returning to Vienna. Kristýna gets from Max the contact information to Gerhard. Gerhard seemsto be attracted by the possibility of making money by selling narcotics and getting back to business after Kryštofdied. Kristýna decides to try to enter the business of drug distribution at parties in bigger German cities. Marko andGerhard prepare a plan for a meeting in Munich.
Marko joins Slava on the way to Germany. They are friends from studies. Marko calls Kristýna (on her newintercepted number) from his new telephone number and lets her know that he will mostly use that number whenmaking calls from Germany. Consequently, the Czech Police ask the German Police to intercept all calls fromMarko’s new German telephone number.
Marko has multiple intercepted calls with Gerhard. The German Police therefore start intercepting Gerhard’s number.
Slava participates in a two-day conference/workshop at a hotel in Munich. He takes a small amount of narcotics fromMarko and gives them to his friend at the workshop.
The telephone number of the hotel in Munich where the conference is taking place is added to the list of interceptednumbers when Marko calls Slava on this number and speak about suspicious stuff. Otherwise, the calls from and tothis number are mostly non-target calls.
Gerhard meets Marko in Munich and they visit a big party where Gerhard buys all drugs from Marko. Their meetingpoint is a beer garden/brewery (“Bräuhaus”), where another of Gerhard’s contacts known as Dorothea has a part-time job.
The number of the Bräuhaus is immediately added to the intercepted numbers. Recordings from this number aremostly target calls. Gerhard calls Dorothea on this number.
Everything works well for them, and they decide to proceed in the same manner. Marko buys drugs from theVietnamese lab and then has Andi to transport them from Czechia to Germany. Gerhard takes over drugs from Andiand then passes them on to his dealers.
By the end of Marko’s stay in Munich, he loses the telephone which he was using in Germany.
A suspiciously behaving young man is arrested two days after the big party. He is under the influence of narcotics.The German Police confiscate a cell phone from the young man and the content is extracted (pictures, text messages,videos). The pictures are from Marko. The phone had been stolen from him.
Kristýna and Marko have to argue with the Vietnamese producers of drugs in Czechia. Because of that, they startlooking for other channels of obtaining drugs. They register themselves and start messaging with people in the darknet“drug” forum called “ROXHOOD”.
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2.2.3 ROXSD version 3.0
ROXSDv3 story evolves from and contains the ROXSDv1 and ROXSDv2.
Narcotics business and transfer to foreign countries (Austria, Germany, France) are still doing well for Kristýna andMarko, but due to the war in Ukraine, there may be possible complications such as border controls. Kristýna, Marko,and Samuel (an contact of Kristýna’s from France) are trying to solve possible problems.
Marko are Slava travel together to meet Gerhard again in Munich to check the status of the business. Kristýnaexperiences a car failure on her way to Munich. She comes to Munich a bit later than others.
Marko, Kristýna and Gerhard want to push drugs to the planned dance party (Rave party in Munich 10 May 2022 at19:00, Bräuhaus) which is going to happen during Kristýna and Marko's stay. The dance party is organized in the barwhere the employees are also involved in the business with narcotics. A bar employee, Christiana, is calling theirfriends and drug users with an invitation to the dance party. Christiana is connected to the German and Czech criminalgroups through Dorothea, who is also employed at the bar. Information about the party is also shared via theROXHOOD forum with potential drug users.
Once they get together, Samuel opens the topic of drug transport to France. Samuel wants to involve the “whitehorse” in the transport and sale of drugs but he is concerned about his safety due to the intense controls at the bordersand the general situation in Europe.
Samuel brings up another problem, caused by the damaged packaging of the drugs delivered by Andi. At the sametime, Andi wants more money for his work because of the higher prices of petrol.
The dance party in Munich is a success and all the narcotics are sold to users at the party.
An overview of the ROXSD network as per v3.0 is given in Figure 2 on the next two pages.
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Figure 2. Structure of the ROXSD v3.0 network
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2.3 ROXSD Calls Subset
The ROXSD calls subset is one of three essential data parts of the dataset. It contains the audio recordings of thetelephone conversations made between the members of the fictional criminal network, and between the criminalsand some innocent (non-target) persons. The topic of each call has been manually scripted and the calls were realizedby voice actors (volunteers) who role-played these characters.
The structure of the ROXSD calls subset and its metadata information allows for the processing and evaluation ofmany audio and text related technologies in ROXANNE. Speaker identification applied on the audio files is used fordetecting persons of interest in the intercepted calls. This information is then used by network analysis and linkprediction. Language identification applied on speech utterances to detect the language of the conversation, whichhelps selecting the right language model for automatic speech recognition. The transcriptions of calls aresubsequently used by several technologies like named entity detection, co-reference resolution and topic detection.
2.3.1 Data Collection
The acquisition of the simulated data and metadata was initially planned to be realized by using the productionequipment of one of the LEA partners. However, the LEAs were not able to provide such support due to their securityrestrictions. Thus, it was decided by the consortium to have Phonexia to provide their recording equipment whichresembled the profile of a LEA equipment. In the second year of the project, a new partner, ZITiS, entered the projectand offered their interception equipment for use in audio recording and metadata acquisition. This was a big stepforward in the authenticity of formatting and quality of audio recordings and metadata content. The call data records(CDR) which were provided together with audio files significantly enriched the content of metadata by newparameters.
Twilio data collection
The calls were recorded as closely as possible to actual data acquisition from real criminal cases. All participantsused their phones (mobile or landline) that they use for normal communication. Real phone numbers are recorded asoriginal meta-data of the calls, but pseudonymized, so that real telephone numbers are, under no circumstances, partof ROXSD.
The Twilio Application was used as the interface for the initiation of the calls. Calls were made via the Twilio callcentre platform. The platform connects the specified telephone numbers and stores call recordings and metadata forone month. In order to initiate a call, a representative enters the two phone numbers (caller and receiver) on the Twilioportal and clicks on the call button. The caller then receives a call from the Twilio server. As soon as the caller picksup, the recording begins and the receiver’s phone is called.
The calls and metadata were downloaded by the dedicated staff at Phonexia with authenticated access to the TwilioApplication and the Twilio Server. The downloaded data were temporarily stored at Phonexia in a secured datastorage and then transferred to BUT for further data cleaning and pseudonymization, which were also conducted bydedicated project personnel. ROXSD is kept at BUT FIT secured data storage and access is provided to ROXANNEpartners upon request. Figure 3 shows the setup graphically.
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Figure 3. Recording and data-transfer setup
ZITiS workshop data collection
The consortium partner ZITiS offered their setup for further audio file collection. Initially planned as a single datacollection event, the efforts were then extended with a second workshop, based on the success of the first one and theongoing request for a larger and richer ROXSD dataset. The two workshops were organized on 3-4 November 2021and on 10-12 May 2022, respectively. These dates were dedicated to data creation.
Both workshops were preceded by organizational preparations. It was necessary to select volunteers who willrepresent the characters appearing in the scenario. It was also necessary to prepare the topics of the recorded phonecalls and, due to the limited time intended for recording, define the time slots when the individual calls will takeplace. After the recording, the handover of the recordings and CDR data to the consortium was ensured. Theconsortium could then start processing the audio files and converting the CDR data to metadata in a format that wassuitable for use by the developed technologies.
The organization was mainly ensured by three partners ZITiS, HENSOLDT Analytics and Phonexia. The workshopstook place at the ZITiS premises, which was a necessary condition for the realization of the recording, connectedwith the provision of telephone devices, an interception system and the possibility of immediate control of theongoing recording. Suitable spaces were prepared for the recording, where it was possible to carry out thepreparations as well as the phone calls themselves. Evidence of the phone calls made was kept, thus ensuring thenecessary ground truth for further use of the data. The participants (the majority of which were members of theconsortium partners) were given instructions which included the time to start the call, the content of the call and theparties who would make the call. Most of the recording participants were physically present to enable efficientorganization. However, some roles in the story did not require people to be physically involved in the recording, soit was ensured that these people could connect remotely.
Two cell phones and one SIP phone were put under interception. The wire-tapped phones were used by twovolunteers who were the main suspects in the story. They called other characters who are suspected of criminalactivity and also innocent people. The SIP phone was used as a shared device by several people, some of whom werealso investigated as the target persons. The rest of the participants instead used their own telephone devices. Theirtelephone numbers were then anonymized.
In the framework of the two workshops, the content of the recorded phone calls was predetermined. Each of theparticipants in the phone call was informed in advance of the intended content of the phone call, but the detailedscenario was not presented to the callers, with some exceptions. The goal was to record phone calls that would be asclose as possible to a natural conversation between two or more people.
The last workshop focused more on phone calls of an exceptional nature, such as multiple callers from one mobiledevice, acoustic noise in the background of the speaker, changing the spoken language and others. The course of thephone call, the keywords used, the reference to other people, the start of the call and the end of the call were recordedin detail so that they could be used later in the creation of metadata.
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10 3 files out of the 481 contain only a single channel, due to a temporary issue with the interception equipment at the time of recordings.

2.3.2 Data Size and Statistics
In its latest version v3.0, the ROXSD calls subset contains 432 intercepted telephone conversations recorded into481 audio files, encoded in 8kHz, 16-bit, stereo10 wave format.
The dataset is composed of different types of calls: standard phone calls in which the caller calls the receiver’stelephone number, teleconference calls in which the caller calls a third person while already talking to the receiver,and calls that are made to a web conferencing service (Zoom, Webex) where the callers dial a common telephonenumber (the service’s dial-in number) in order to talk to each other.
The difference between the number of calls (432) and the number of recordings (481) is due to the fact that some ofthe calls were intercepted multiple times by different sides of the conversation, which is a consequence of the varietyin call types: 270 calls are intercepted only on the caller’s side, 111 are intercepted only on the receiver’s side, and45 calls on both sides. There is an additional teleconference call which was intercepted a total of 10 times.
This results in some of the recordings being very similar in content. However, they are not an exact copy of eachother, because of the following reasons: (i) The interception begins on the caller’s side as soon as the caller finishesdialing the receiver’s telephone number. Hence, the ringing dial tone as well as any sounds/speech which the caller’sphone picks up before the connection is established are captured by the intercepted recording coming from the caller’sside. For the same reason, the receiver’s intercepted recording is a few seconds shorter than that of the caller’s. Thereare also cases where, although both sides are intercepted, the receiver’s phone is not reachable, therefore there is norecording from the receiver (in such cases, either the receiver’s voice box message or the operator’s out-of-reachmessage can be heard in the caller’s recording). (ii) For teleconference calls involving three (or more) parties, a newinterception is initiated when the caller calls a third (fourth, ...) person in order to connect them into the existingconversation. (iii) For web conferencing where multiple parties call the same (operator) telephone number, eachparty’s interception begins when they join the conference room. (iv) The audibility of speech in both recordings canbe different than each other due to the background or microphone noise introduced by one of the parties, or issueswith their interception equipment. These inexact copies of the same phone conversation are intentionally left in thedataset, as these artefacts closely reflect the nature of interception in the real world.
The calls in the dataset are also varied in terms of their connection status: A call is considered to be successful if theintercepted recording contains the full conversation between the caller and the receiver. In addition, there are somefailed calls in which a connection cannot be established between the parties, due to either the caller dialing a wrongnumber, or the receiver’s phone being unreachable. The audio recordings of failed calls contain little useful speech,mostly an operator or a voicebox message. Finally, a dropped call happens when the call is picked up but theconnection or recording is cut off before the parties finish their conversation. The latter is mainly caused by technicalproblems which were encountered during the data collection and interception process, and most of the time only oneside of the conversation is audible. The partners decided to keep the failed and dropped calls in the dataset, as suchartefacts also represented the real-life scenario of the data acquired in a typical investigation. The distribution ofaudio files with respect to the call type and the connection status are given in Table 2.

Standard Teleconference Web conference TotalSuccessful 418 3 6 427Failed 17 - 6 23Dropped 27 3 1 31Total 462 6 13 481Table 2. Distribution of recordings across different call types and connection statuses.
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The total duration of the 481 audio files is 18h 28min. The shortest call is 0 sec long (failed call) and the longest callis 12min 15sec long. Figure 4 shows the histogram of recordings with respect to their durations. An automatic voiceactivity detector (VAD) system was used to segment the speech-only parts of the audio. These boundaries were thenmanually adjusted by human annotators. Based on the outcomes of this analysis, the total duration of speech activityis 19h 34min. This difference comes from the fact that the speakers often interrupt each other in atelephone/teleconference conversation, causing overlapped speech. Part of this difference has also been observed tooriginate from the speech boundaries not being adjusted precisely (there is a buffer of silence of up to 1 second foreach speech segment).

Figure 4. Histogram of recording durations
As already outlined in Section 2.1, there are 103 speakers (characters) in the ROXSD calls subset. 25 of them aretarget persons, 60 are non-target persons and 18 unknown characters (including operators, etc.). Figure 5 shows thespeech activity of the top-15 speakers in the dataset. Apart from the teleconference and web conference calls whichcontains three or more speakers by nature, there are also calls in the dataset in which the caller or the receiver handsover the phone to another person. In some other calls, the entire conversation is carried out by a speaker who is nota regular owner of that particular phone number. Hence, that the speakers in a particular call may not be the regularspeakers / owners of the telephone numbers making that call. This is one of the aspects which were introduced toyield a challenging, thus realistic environment.
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Figure 5. Speech activity per speaker

A total of 15 languages are spoken in the ROXSD calls subset. 13 of them are real conversations, whereas 2 of themare only single phrases or brief sentences. Figure 6 shows the distribution of speech activity across languages in thedataset.
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Figure 6. Speech activity per language
ROXSD is multilingual not only on the call level, but also within the calls. A conversation may start in a languageand then continue in a different language. The language of conversation may change when the phone is handed overto another person. There are also cases where the speakers switch the language all of a sudden for a brief moment (afew sentences, which mostly is about “business”), and then back again. Whereas Figure 6 presents the total(aggregated) durations on a segment level (which, by definition, consists of only a single language), Table 3 lists thetotal durations of audio in each language and language combination on the call level.
Language Duration [hh:mm:ss] Language Duration [hh:mm:ss]
english 04:59:44 vietnamese 00:04:26
german 03:31:02 czech;english;french;spanish 00:04:26
czech 03:02:15 english;romanian 00:04:21
russian 01:24:19 english;french 00:03:12
greek 01:06:52 english;german;romanian 00:03:00
farsi 01:04:57 english;russian 00:02:49
english;german 01:00:35 swedish 00:02:39
french 00:29:05 english;polish 00:02:30
czech;english 00:21:10 czech;spanish 00:02:04
slovak 00:14:18 croatian;english 00:01:44
romanian 00:13:25 czech;english;spanish 00:01:41
arabic 00:10:18 czech;german;spanish 00:01:30
czech;english;german 00:08:20 na 00:01:14
english;german;polish 00:05:01 polish 00:01:09Table 3. Total audio length per language(s)
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11 https://en.wikipedia.org/wiki/Fictitious_telephone_number

2.3.3 Metadata
The ROXSD calls subset is complemented with an extensive set of ground truth information, which we call the“metadata”. The metadata set can be semantically grouped into several categories such as speaker data, call data, calltranscripts, NLP annotations, and other information. The information in the metadata set is anonymized /pseudonymized wherever possible, and in other cases, manually prepared / determined based on the circumstancesof the fictional story. In the following subsections we present the categories of metadata, and the application ofanonymization.
2.3.3.1 Speaker and Device Metadata
The speaker metadata consists of speaker-related and device-related attributes of the characters (voice actors) inROXSD. For each speaker, the following metadata are provided:
Character ID: A unique integer assigned to each character (speaker)
Character name: The character (story) name of the caller / receiver. All participants of the dataset were given thechance to pick a name/nickname for their characters. The character names are not unique; some characters share thesame name (as in real world).
Age range: The age interval of the speaker in ranges of 5 years
Gender: The gender of the speaker/character
Native language / Second language / Third language: The native and foreign languages spoken by the speaker. Thisaffects the articulation and determines the accent, when the speaker is speaking a foreign language.
Character label: The speaker label of the caller / receiver of the telephone conversation, delimited by a colon (;) incase there are multiple speakers in a single side (channel). Each speaker in the dataset is assigned a unique speakerlabel, which consists of a language code, a speaker number, gender, and character status. For instance, the label“cs07F_T” is assigned to the speaker #7 of the Czech language group (“cs”), who is a “F”emale “T”arget speaker.The language code is given mainly based on the language which was spoken by that speaker in his/her first interceptedcall, which may be different than that person’s native or most frequently used language.
Drama number: The anonymized telephone number of the speaker in full and structured format (including the countyand area code). The anonymization is carried out either by changing some digits, or by deleting some digits, or byusing a fictitious, reserved telephone number11. Please note that a speaker may be using more than one telephonenumber.
Drama device type: The type of device of the Drama_Number (“mobile” or “landline”).
Case name: The name (abbreviation) of the case which this telephone number associated to in the investigation.
Intercepted number ID: A fictional codename which is used to assign the intercepted recording to an investigation,which contains the case name, intercepted device number and the location of interception. For instance, theintercepted number ID “DDA_01_PG” means that this audio recording was intercepted as part of the investigationcase “DDA”, by the device “01” of that case, in “PraGue”.
2.3.3.2 Call Metadata
The call metadata consists of information which could be obtained by the interception system through thetelecommunication operator via the Call Data Records (CDR) and the Base Transceiver System (BTS) records. Foreach audio file, the following metadata are provided:
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12 We are not able to present the structure of such data as this is a public deliverable.

Call ID: An integer which follows the order in which the audio recordings were collected
Cluster ID: An integer that is assigned to audio recordings to indicate that they belong to the same call. This numberhelps identify the near-duplicates in the audio recordings. Two (or more) recordings (with different Call IDs) mayhave the same Cluster ID if these belong to the opposite interceptions of the same telephone conversation, or if theyare repeated calls with exact or very similar content. The repeated calls which have different content are not given adifferent Cluster ID.
Intercepted number ID: A fictional codename which is used to assign the intercepted recording to an investigation,same as in Section 2.3.3.1.
Audio file: The name of the audio (.wav) file with the extension.
Filename: The name of the audio file without the extension.
Caller number / Receiver number: The telephone number of the caller / receiver of the telephone conversation in fulland structured format (including the county and area codes). All telephone numbers used in the dataset areanonymized.
Caller number Police / Receiver number Police: The telephone number of the caller / receiver of the telephoneconversation as recorded by the interception equipment (hence, as seen by the police)12.
Caller IMEI / Receiver IMEI: The IMEI number of the device used by caller / receiver to make the call.
Caller label / Receiver label: The speaker label of the caller / receiver, same as in Section 2.3.3.1.
Caller / Receiver: The character (story) name of the caller / receiver, same as in Section 2.3.3.1.
Caller channel: The label (“L”/”R”) which denotes on which side of the conversation (i.e., on which channel of thestereo audio file) can the caller’s voice be heard. The standard structure of an audio telephony data has the caller onthe “L”eft channel and the receiver on the “R”ight channel. Due to temporary issues with the interception mechanism,in some of the audio recordings, the caller was assigned to the right channel. These files were intentionally notcorrected, as this presented a real situation in which the investigators encounter on a daily basis.
Story date / Story time: The fictional date (YYYY-MM-DD) and time (hh:mm:ss) at which the call (interception)started.
Audio duration: The duration (hh:mm:ss) of the audio file.
Languages: The language(s) spoken in the telephone conversation. If there are multiple languages involved, theseare alphabetically sorted and separated by a comma (;).
Connected: The attribute which shows the status of the call in the audio recording, with the following values:

 Yes: The caller is successfully connected to the caller. Yes but not speaking: The connection is successfully set up, but the receiver’s voice is not heard in therecording. Yes but only to conference operator: In a conference call, the connection is set up with the conferenceroom’s common telephone number, however only the conference operator’s voice is heard on the receiverside (i.e., the intended receivers cannot be reached). No: A proper connection with the receiver cannot be set up, due to line errors, wrong number being dialled,noise on the line, or receiver not picking up (in which case, the operator’s automatic message or thevoicebox message of the receiver can be heard).
Standard call: The attribute which shows the details of the call status, with the following values:
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 Yes: A standard call in which the caller successfully connects to the receiver, and both sides hang up thephone at the end of their conversation. conf: A teleconference call in which the caller calls a second person (receiver) in the middle of aconversation with the first one, joining him/her into the call. Interrupted: The conversation gets interrupted for some reason, and the recording is finished. No: Not a standard call, due to one side not being heard, noise, echoing, etc. No, no speech from receiver: Not a standard call as the receiver’s voice is not heard in the recording. Voice message: An automatic voicebox message can be heard on the receiver’s side. webex: A conference call (connected or not connected) made on the Webex platform. zoom: A conference call made on the Zoom platform.
Include in demo: An attribute with “Yes” and various “No” values, which is used to filter only the “healthy”/”ideal”calls.
Caller Intercepted / Receiver Intercepted: An attribute with “yes”/”no” values which shows whether the caller and/orthe receiver is intercepted in that call.
Enroll_LEFT / Enroll_RIGHT: An attribute with “yes”/”no” values which shows whether the speaker’s voice in theleft / right channels of this audio file will be used a sample to train the speaker’s voiceprints.
CALLER_START_* / RECEIVER_START_*: A series of values which contains fictional BTS (Base TransceiverStation) information for the intercepted sides of the conversation, with the following extensions:

 ADDR: Approximate location including (wherever possible) the street, district, city, country names BTS_LAT: Latitude written in the decimal degree system BTS_LON: Longitude written in the decimal degree system BTS_AZIMUTH: Azimuth value BTS_MMC: Mobile Country Code BTS_MNC: Mobile Network Code BTS_REGION: Location Area Code BTS_CELLID: Cell ID BTS_ENBID: eNodeB-IDentifier
2.3.3.3 Transcripts
This category contains the manual transcriptions of the conversations in each call (audio recording), and for the non-English conversations, their translations into English. As of the writing of this deliverable, 94% of all calls in ROXSDare transcribed.
The transcription process was planned from the very beginning of ROXSD, in which the aim was to prepare a written,searchable source of the spoken conversation. The first version of ROXSD (ROXSDv1) contained a simple, text-based transcription format which contained only the speaker labels. Due to the multilingual nature of the dataset theaudio files were transcribed by different annotators, and there were inconsistencies in the markup across languagesand even across the same language processed by different transcribers.
As the project progressed, the need for a more structured and unified set of transcriptions emerged, also to help thetechnical partners evaluate their speech and language related technologies. This was achieved by the project partnersthrough a diligent work, through a series of steps and standardization discussions. The flow of data has been thefollowing:

 The stereo audio recordings are split into single (mono) channels Each channel is sent through an automatic voice activity detection (VAD) system, which marks the segmentscontaining speech, with its begin-end timestamps (in milliseconds)



ROXANNE | D4.3 Final Report on ROXANNE Data

25
This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 833635. No part of this document maybe used, reproduced and/or disclosed in any form or by any means without the prior written permission of the ROXANNE project partners. © 2019 – All rights reserved.

13 https://www.audacityteam.org. Some of the transcribers preferred to use different software for transcription (Transcriber, Praat, ...), whoseoutputs were then converted into the format of Audacity.

 This initial segmentation information is initially processed by the partner coordinating the transcriptionefforts (HENS), who checks the validity, and adds speaker and language labels to each detected segment. The audio files are assigned to volunteered transcribers, based on the language which is spoken in thoseconversations. The audio files together with the segmentation information, are sent to the transcriber. Thetranscriber is asked to check and correct the segment boundaries, speaker label and the language name, andto transcribe the speech parts. If the audio contains speech in more than one language, the remaining segmentsare then forwarded to a second (third, ...) annotator with the relevant language skills. The transcription is made using a standard software (Audacity13) and by applying a set of pre-defined rules,selected by the responsible project partners after a series of discussions. The transcription rules and how touse the transcription software were defined in a report and shared with the transcribers through some tutorialsessions. This report is provided in Annex 1 - ROXSD Transcription Guidelines. The outputs of transcriptionare saved in a text file (with a file extension *.lab — hence called the “lab” file) and sent back to thecoordinator. The coordinator then redistributes these transcriptions to a smaller set of “experts” who then do the validityand quality checks. Any corrections required are either handled by the experts or sent back to the transcriber. Once the transcriptions are finished, the two channels are combined together to obtain a single lab file percall, as shown in Figure 7.

Once the transcripts are ready, the non-English text is passed through an automatic translation engine. The outcomeof the automatic translation is manually corrected, whenever required. A similar lab file is then generated with theEnglish content.
2.3.3.4 NLP Annotations
A similar process was carried out to obtain the annotations with respect to natural language processing (NLP) tasks,namely, the named entity recognition (NER), co-reference resolution (“mentions”), and topic detection (TD). Theseground truth information are available for the English and German calls.
Named-Entity Recognition: All person names, location names and times that are mentioned in the conversation areannotated.
Co-reference Resolution: This task involves differentiating the annotated names by assigning them to one of theparties (caller or receiver), or a third person which is mentioned in the call. This information helps the investigatorunderstand the nicknames of the suspects being intercepted, and their connections to other uknown persons / suspects.
Topic Detection: Each conversation is assigned to one of the following topics: Drugs, Work Conversations, Family-Friend Conversations, Money, Meeting, Other.

0.000000 0.471126 B:ru01M:english:yes?1.643194 2.642899 A:cs01M:english:where are you?3.677077 5.435180 B:ru01M:english:I've already gone home.6.147613 9.135239 A:cs01M:english:what? we have to work. where are you going?9.411019 15.753978 B:ru01M:english:I'm going to [Kaserak] but I'm not alone.he leaves and gives me weed. I was next to [Hlavák]. twominutes ago.16.236594 16.937537 A:cs01M:english:okay.
Figure 7. Lab file structure for an example conversation
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14 https://github.com/jiy173/selfievideostabilization

The NLP annotations together with the transcription output are represented in a *.yml file, as shown in Figure 8. Theannotation rules were defined in a report which was shared with the annotators. This report is provided in Annex 2- ROXSD Annotation Guidelines.

2.4 ROXSD Video Subset
In order to illustrate the interest of exploiting the image modality, ROXSD was complemented with images andvideos representative of files which may be found on a seized smartphone, seized computer, or grabbed from theinternet. This corresponds mainly to selfie images or videos where various people are heard and/or seen whileobserving certain objects or locations. The captured images and videos enable the evaluation of face and scenematching technologies used in the Autocrime platform to enrich the speaker network with additional nodes and edges(for instance an edge is added between two speaker’s nodes when both persons are found - either through their voiceor face - in a same video).
2.4.1 Data Collection
The image and video extension to ROXSD was built from three different sources:

 Voices and Scenes videos captured during the ZITIS2 workshop (154 videos , 8 locations, 15 voices) Pseudonymized selfie videos from the video stabilization dataset14 (90 videos, 47 identities) Additional selfie images or videos captured to match ROXSD scenario (14 images or videos, 4 identities, 4locations)

The videos captured during the ZITIS2 workshop aimed at evaluating the scene matching performances and theability to match voices across devices (in particular match voices captured from tapped calls on one side and fromvideos captured from a smartphone on the other side). For this, 15 different people (most of them, included in theROXSD tapped calls) were asked to capture videos in 8 different outdoor locations while speaking and mentioningknown names or locations from the ROXSD story. Videos were captured with the participant’s own smartphoneresulting in a diversity of capturing devices.

transcript: "0.250000 0.635000 B:fr01M_NT:english:yes?1.730000 4.365000 A:cs05M_NT:english:hey {Yan|PARTY} this is {Petr|PARTY}. isit you?3.820000 7.685000 B:fr01M_NT:english:ah! hey hey hey {Petr|PARTY}. yeah yeahsure sure sure it's me.7.850000 26.656508 A:cs05M_NT:english:hey excuse me. well I hope it's not toolate for you that I make this call but I heard from actually from {James|THIRD_PARTY}that you were checking the latest bestsellers at the book store in {Brno|LOCATION}{today|TIME} and I thought maybe you could give me some advice on what to read...." Figure 8. Excerpt from a yaml file for an example conversation
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15 https://github.com/neuralchen/SimSwap
16 https://github.com/NVlabs/stylegan2

Figure 9. Snapshots of a subset of scene videos (naming convention: <speakerId_locationId_videoId>.mp4)
The naming convention of these files is the following: x.y.z.mp4 or x.y.z.mov with:
- x : person identifier number (from 1 to 15)
- y : location identifier number (from 1 to 8) or R for random location
- z : video identifier number
The second set of videos was added to enable the evaluation of face matching technology, while respectingregulations on biometric personal data. In practice, we adapted the SimSwap face swapping framework15 toconsistently pseudonymize faces observed in the “Realtime Selfie Video Stabilization” dataset referenced above.The SimSwap framework takes as input a video and a target face. It then consistently replaces the faces observed inthe video by the target face. Fake faces generated by the StyleGAN2 model16 were used as target faces, thus resultingin pseudonymized videos. We selected in the original dataset 47 identities for which at least two different videoswere available. For each identity, we selected one video as a source for the enrolled face picture and the other(s) asvideos to be processed by the Autocrime platform (resulting in a total of 90 videos). To complexify the face matchingprocess, the enrolled picture for each identity was selected as follows: first we ran our face clusterization and cluster
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summarization process on the video, resulting in the selection of 5 representative face observations of the person, thefirst observation corresponding to the cluster’s face centroid, the second one to the face observation the furthest fromthe centroid (but still in the cluster). We select this second picture as enrolment picture for each identity.

Figure 10. Examples of face observations selected for enrolment: for each person, the first picture corresponds to the cluster centroid, thesecond picture to the face observation, in the same cluster, the furthest away from the centroid. This is the one selected for enrolment.

Figure 11. Snapshots of a subset of pseudonymized videos (naming convention: <nb-of-original-video>_<fake-face-id>.mp4)
Finally, additional images and videos involving 4 characters of the ROXSD story were additionally captured to bettermatch the ROXSD story. Faces involved in these videos were also pseudonymized.
2.4.2 Data Size and Statistics
In total, the added image and videos consist of:

 51 different face identities 12 different locations 15 different voices
Some additional statistics:

 Total duration of videos: 1h38mn Spoken languages in the videos:
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17 https://misago-project.org/

o Czech: 7 m 1 so English: 1 h 8 m 18 so French: 1 m 6 so German: 7 m 24 so Greek: 3 m 33 s

2.4.3 Metadata
A selection of 21 of the German speaking videos, and 23 of the English speaking videos were transcribed andannotated for NER.
A ground truth file provides, for each image or video:

 the list of speakers heard in the video the list of faces observed in the image or video the list of scenes observed in the image or video
2.5 ROXSD Text Subset: ROXHOOD
ROXHOOD dataset extends ROXSD by adding social media communications.
2.5.1 Data Collection
One of the objectives of WP4 is to use data from social media, either publicly available (public profiles related to theuse-case), or lawfully intercepted from private profiles. More specifically, one of the activities in T4.3 - Social mediadata ingestion was also to consider including the forum of the INTERPOL's International Child Sexual Exploitation(ICSE) database. However, the ROXANNE consortium, following the advice and instructions of Ethics expertsworking in the Consortium decided not to investigate the INTERPOL’s database. In addition, the exploitation ofpublicly available social media sources (platforms, websites or forums) was a very challenging activity in terms offollowing the legal European and National standards, based on written law(s) and regulation(s) and the ethicalstandards which are linked to the human rights. The Legal framework is basically defined by the General DataProtection Regulation (GDPR), which replaced the EU Data Protection Directive. One of the key challenges for dataprotection and ethics in social media landscape is the usage of personal or sensitive data. In order to avoid any legaland ethical issues arising from accessing and working on publicly available social media datasets, the WP4 teamdecided to simulate the social media environment (platform, website, forum) and the social media dataset that wasto be collected. To do so, a mock-up website forum was set up and a a tool was created for collecting and indexingthe available data on this environment. The result of this collection is the so called ROXHOOD subset.
The ROXANNE Forum - ROXHOOD
The website for the text data collection sub-task of ROXSD extension is available here:https://forum.roxanne.itml.gr/. The forum is named “Roxhood”. ROXHOOD was envisioned as a forum where legaland illegal content coexist. In this environment, info about several topics is being exchanged. ROXHOOD is a fullyfeatured internet forum solution developed in Misago17. Misago is a fully featured forum application developed tofollow the modern practices and trends currently used in web software development. The members of the ROXANNEConsortium, not only the partners involved in the WP4 tasks, participated in the collection of ROXHOOD. Thishappened during the time period from Feb 2022 to May 2022. In particular, during the ZITISWorkshop #2 in Munich

https://forum.roxanne.itml.gr/
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(10-12/5/2022) the majority of the partners created an account (user registration) and provided data (mostly text butalso some images and videos) across the available public threads.

Figure 12. Starting page of the ROXANNE Forum - Roxhood
Visitors of the website (participants), only participants of the ROXANNE consortium, in the text data collection sub-task should register as users. Then, they should pick a Username & Password and provide a fake email accountfollowing the format of: YourFakeName@YourFakeDomain.com. This information must be saved for the next timethat they will visit the website. So, users may register their accounts, set avatars, change options and edit their profiles.The option to reset the forgotten password is also offered. Moderator(s) from the /admincp panel, can also createcategories together with unlimited number and depth of subcategories. Presence features let site members knowwhen other users are online, offline, or banned. Individual users have setting to hide their activity from non-admins.
A toolset for complete moderation allowing admin-approved moderators to edit, move, hide, approve, delete, or closeuser posted content is also offered. This also includes option to delete or block user accounts or avatars. Ban systemallows you to ban existing users as well as forbid certain usernames, e-mails or IP addresses from registeringaccounts. Permission system allows moderator(s) to control which features are available to users based on their rank,roles or category they are in.

Figure 13. Registration on the ROXANNE Forum - Roxhood
Registered User(s)
On the ROXANNE forum – ROXHOOD, registered users are allowed to see, set up and modify the options of theirprofile. In addition, they can change their avatars.

mailto:YourFakeName@YourFakeDomain.com
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Figure 14. How to check, set up and modify options of a registered user

Threads
In the public threads’ environment on the ROXANNE forum - ROXHOOD, registered users are allowed to start anew thread, comment, search also to set up a private thread. Private threads feature allowing users to create threadsvisible only to them and those they have invited.

Figure 15. Private Threads; Available options
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Registered users can write messages in text format, upload files of various formats (e.g. docx, jpeg, mpeg),include/provide links, comment on threads below the initial post, mention each other (via @usernameX). Themoderator is handling the operation of the website.
Technologies
The ROXANNE forum - Roxhood was implemented using the below technologies:

 Django, a high-level Python web framework that encourages rapid development and clean, pragmaticdesign. Celery, a task queue implementation for Python web applications used to asynchronously execute workoutside the HTTP request-response cycle.
Additional features

 Rich polls system, allowing polls with public and private voters, single and multiple choices as well asones that allow vote change or limit voting to limited period of time. Post attachments complete thumbnailing and gif's animation removal. Mark post in question thread as best answer, bringing basic Q&A functionality. Posts edits log allowing you to see how user messages used to look in past as well as revert functionprotecting you from malignant users emptying their posts contents. Moderation queue for users and categories allowing you to moderate content before it becomes visible toother members of the community.

Figure 16. How to start or post on a new thread

The ROXANNE Crawler - Rocraw
Login and execution of crawling
The ROXANNE crawler - RoCraw is python solution to extract information from websites. Rocraw is implementedin order to be a site-specific(forum) solution targeting only the ROXANNE Forum – ROXHOOD (available here:https://forum.roxanne.itml.gr/). The main task of the crawler is to extract data/info about the threads created in theforum and store them at an Elasticsearch instance.
The ROXANNE crawler – Rocraw is available here: https://forum.roxanne.itml.gr/crawler/. A set ofUsername/Password is needed in order to Login.

https://forum.roxanne.itml.gr/
https://forum.roxanne.itml.gr/crawler/
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Figure 17. The Log in interface
The next step is to select the site (“Roxhood”) that you want to crawl by hitting “VIEW DETAILS” button:

Figure 18. The selection of site to execute the crawling task

One (1) crawler is available: the “Selenium Crawler”. By hitting the “CRAWL” button a new crawling task isinitiated:

Figure 19. The “CRAWL” button to start a new crawling task
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18 fields: {
"num_of_posts", "thread_title", "thread_url",
"posts": {"date", "contains_url", "has_attachment", "has_image", "message", "attach_urls", "images_urls", "message_urls", "url", "user"}}19 The body is provided in raw format and in UTF-8 encoding.

The task, with a “Unique id”, will be available in the “Tasks” section. “Results” is a json array1819. An examplecan be found below. Each task when it’s successfully completed reaches the “Status” “finished”. Each task, has alsoinformation about when it occurred (“Created at”):

Figure 20. The list of crawling tasks

Access to the data
After the task has ended the “Results” column will have a number >0 and you can preview or download the resultsin a text file by hitting the “Download” button. The Results of the crawling tasks (data) are also available via theElasticsearch infrastructure that is set up here: https://forum.roxanne.itml.gr/elastic/ (a set of Username/Password isneeded). Rocraw was fixed to automatically conduct a crawling task periodically every three (3) days. Each time acrawling task is requested (either on the rocraw webapp or via the Elasticsearch infrastructure) an index is created inthe Elasticsearch. If the user(s) run several crawling tasks in the same day, then each one overwrites the previous one.At the end of the day only the latest version will be available in the Elasticsearch. In addition, in order to access dataavailable in Elasticsearch directly from the from web browser a Kibana environment/tool is also available here:https://forum.roxanne.itml.gr/kibana/ (a set of Username/Password is needed). The output (data) from one of theindices using Kibana to access Elasticsearch indices is:

Figure 21. The output (data/metadata) of a crawling task using Kibana
while the output using Terminal (Powershell, CMD etc) is:

https://forum.roxanne.itml.gr/elastic/
https://forum.roxanne.itml.gr/kibana/
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Figure 22. The output (data/metadata) of a crawling task using Terminal

Technologies
The crawler is implemented using the below technologies:

 Django, a high-level Python web framework that encourages rapid development and clean, pragmaticdesign. Scrapy, an open source and collaborative framework for extracting data from websites. Selenium, a powerful tool for controlling web browsers through programs and performing browserautomation. Gunicorn, is an application server for running python application instances.
The Crawling Task Flow has 4 (four) steps and is depicted below.

1. Gunicorn gets an http post request2. A new crawling task is started by Scrapy3. Scrapy using multithreading and Selenium extracts data from website4. Once the crawling tasks is finished, extracted data are stored at Elasticsearch and PostgresQL
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Figure 23. The crawling task flow.

2.5.2 Data and Metadata; Info, Size and Statistics
The ROXANNE Forum – ROXHOOD in numbers can be described based on the available fields. These are:
Available fields: "thread url", "thread title", "number_of_posts" (per thread), "posts", "thread_creator", "mentions-replies", for each post ("posts" field), "message", "user", "date", "url", "has_image" (true/false), "has_attachment"(true/false), "contains_url" (true/false), "image_urls", "attach_urls", "message_urls".
The Number of public threads is 32 public; The Number of public posts is 333; The Number of registered users is 48.Following the analysis of Natural Language Processing (NLP), including Named-Entity Recognition (NER) on theROXHOOD dataset metrics describe the content that was and the entities that were extracted. ROXHOOD includedmostly Text Messages but also English Videos. Across 299 posts, 110 entities were included in the ROXHOODdataset. The entities were about person(s) [21], location(s) [49] and time [40]. Finally, regarding the content ofEnglish Videos, across 23 videos, 107 utterances and 91 entities have been defined. Again, for the entities of person,location, time the numbers are 44, 26 and 21 respectively.
2.5.3 Fusion of ROXHOOD with ROXSD
ROXHOOD dataset, although collected separately of ROXSD, is finally fused with the ROXSD dataset so that theROXANNE technologies can be fully evaluated.
Extension of ROXSD by ROXHOOD helps in many ways:

– Helping to analyse more complex cases, where not only intercepted telephone communications are available,but also the social media communications significantly enrich the analysis of the criminal cases. The idea,according to several use-cases collected during the project length, where voice/video communications fromintercepted phones are often extended by social media was presented several times as part ofWPs by LEAs.
– As there are few same target persons (suspects) appearing in both datasets, we can see the fusion(combination) of these datasets directly in the graph created from persons. This therefore significantlyincreases the size of the evaluation data especially for testing the network analysis technologies.



ROXANNE | D4.3 Final Report on ROXANNE Data

37
This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 833635. No part of this document maybe used, reproduced and/or disclosed in any form or by any means without the prior written permission of the ROXANNE project partners. © 2019 – All rights reserved.

o Cross-network analysis: specifically, cross-network analysis, analysing similarities across two ormore separated networks, can be tested.
– Testing natural language processing technologies can be done on both ROXSD and ROXHOOD datasets.

2.6 ROXSD Release
The ROXSD exists as a distributable package which is composed of several files structured in a folder hierarchy. Inthis subsection, we briefly talk about the structure of the dataset package as well as the tentative plans for itsdistribution to the research community after the end of the project.
2.6.1 Content and structure
The folder package containing the ROXANNE Simulated Dataset (ROXSD) consists the following main parts:

 00_ROXSDv3_License - contains “License and Data Processing Agreement” 01_ROXSDv3_Audio_Files - contains the wave files associated with the ROXSD calls 02_ROXSDv3_Metadata - contains excel file describing the content and connections between speakers 03_ROXSDv3_Transcriptions - contains transcriptions of calls 04_ROXSDv3_Translations - contains translations of calls transcriptions 05_ROXSDv3_ASR - contains ASR outputs 06_ROXSDv3_NLP - contains NLP outputs 07_ROXSDv3_Speaker_Language_Gender_ID - contains mentioned technologies outputs 08_ROXSDv3_Network_Analysis - contains network analysis details 09_ROXSDv3_Geolocation - contains geolocation information 10_ROXSDv3_ROXHOOD - contains social network communication subset related to relevant speakers 11_ROXSDv3_Videos - contains video subset related to relevant speakers 12_ROXSDv3_Presentation_Case - contains relevant information to understand the case md5sum.txt - checksum to validate that the whole dataset was downloaded successfully README.md - “read me” file containing basic dataset description and technical information
The Excel spreedsheet inside the 02_ROXSDv3_Metadata folder is the main “metadata” file which contains theground-truth information of the speakers, calls and videos in ROXSD. The structure of this spreadsheet had to bemodified several times during the data preparation and collection process. As of the writing of this deliverable, thismetadata spreadsheet (v3.3.1) is composed of the following sheets and columns:

 README: An introductory sheet containing basic information and statistics about the data in ROXSD Research_numbers: Sheet containing ground-truth information about the telephone devices, numbers andusers in ROXSD calls, with a wholistic (researcher’s) view. The columns are as described in Section2.3.3.1. Research_calls: Sheet containing ground-truth information about the calls and geolocation with a wholistic(researcher’s) view. The columns are as described in Section 2.3.3.2. Police_numbers: Sheet containing information about the telephone devices, numbers and owners as viewedfrom the police investigator’s side (as shown by the interception mechanism/CDR, etc.) Police_calls: Sheet containing information about the calls and geolocation as viewed from the policeinvestigator’s side (as shown by the interception mechanism/CDR, etc.) IMEI: Sheet containing the telephone numbers, associated IMEI numbers, and the duration of useaccording to the story SMS_IMEI: Sheet containing information about the SMS messages as sent from one character to another.
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Excerpts from the Research_numbers and Research_calls sheets are shown in the following Figure 24 and Figure25, respectively.

Figure 24. Screenshot from the Research_numbers sheet

Figure 25. Screenshot from the Research_calls sheet

The Cluster_ID, Call_type and Connection_status columns in the Research_calls sheet allow for selecting a subsetof the calls, or replacing device-speaker assignments to prepare a different version or interpretation of the ROXSDstory. The users of Autocrime will receive some Python scripts together with their platform installation to make useof the ROXSD. One of these scripts convert this Excel spreadsheet into a CSV file which can be digested as inputby the platform. Another script is capable of re-assigning telephone numbers to speakers to modify the ROXSDstory in a way which is suitable for the desired use-case.
2.6.2 Accessibility and availability
During the project realisation, the dataset is available to ROXANNE Partners and End Users (LEAs in EU) forresearch, development and demonstration purposes. To maximize its value, care was taken to ensure that the data-set will be usable after the lifetime of the ROXANNE project, mainly for research and presentation activities.
A form of the license was discussed among the consortium partners, regarding GDPR regulations and other legalconcerns. This document is also part of the exploitation plan.
The main aim is to distribute the dataset outside of the consortium even after the end of project, specifically to furthersupport research in FCT types of projects, as supported by the EC. Beyond the members of the consortium, whoalready have access, the data *must not leave the jurisdiction of the EU.
The tentative plan for distributing the ROXSD data after the project ends (after 12/2022), is as follows

 legal pointso dataset accessible under “License and Data Processing Agreement” (see Annex 4 - License),
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o license driven mainly by GDPR regulation - i.e., we will follow the rule that any speaker has rightto be forgotten (it means he/she can withdraw his/her consent that his/her voice is part of dataset)o distribution - to be managed by one party on behalf of authorso usage for - limited for research and for free (obligations need to be fulfilled)o usage in geography - defined as EEA (EU and Swiss is there; not Israel - we did not find betterway)o obligations of the receiving party - they will be obliged to delete certain parts on their local copy(i.e., if someone withdraw his/her consent) upon distributor request technicallyo availability - distribution will be done through a Zenodo portal, where similar research datasets aredistributed.
The exact terms are available in the draft ROXSD License (see Annex 4 - License).

3 Other Datasets Employed in the Project
This section describes data provided by LEA partners.
3.1 Real Case Data Corpus
One of the ROXANNE partners has provided data from a real criminal case for analysis within the project. Theoriginal data contains telephone communication between criminals involved in a drug dealing case. There isinformation about approximately 40K interactions. Around 30k of the interactions are phone calls, the rest are SMS.For the phone calls, the speakers have been identified manually. For both phone calls and SMS, information aboutthe source and target number as well as the start and end time for the call is available. Among the 30k phone calls,around 200 were of special interest for the LEA and was transcribed manually by them.
Due to the sensitive nature of the data, audio, transcriptions, identity of speakers and phone numbers have not beentransferred to the project partners. Instead, speaker embeddings (a.k.a. voiceprints) were extracted from the ~200recordings of special interest by the LEA on their site. The speaker embeddings together with pseudononymizedspeaker labels and phone numbers were provided to the other project partners. This allows for experiments on speakerrecognition and network analysis as well as their combination. On the other hand, experiments on ASR will have tobe run on the LEA side.
The data has the following metadata:

 Locations mentioned in the call.o Obtained by named-entity recognition (NER) followed by a manual check.o When distributed to the project partners, the real location names were substituted with capitalletters. People mentioned in the call.o Obtained by NER followed by a manual check.o The two people in the call are excluded, i.e, these are third party mentions.o When distributed to the project partners, the real location names were substituted with digits. Identity of the speakers in the call. Manual confirmation by listening.o Not ordered since the labels were obtained by listening to mono audio.o The labels are consistent with the labels used for people mentioned in the call described in theprevious bulleto Available for all ~30K telephone calls.



ROXANNE | D4.3 Final Report on ROXANNE Data

40
This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 833635. No part of this document maybe used, reproduced and/or disclosed in any form or by any means without the prior written permission of the ROXANNE project partners. © 2019 – All rights reserved.

 Anonymized telephone number of the receiver. Anonymized telephone number of the caller. Manual transcript.o Only available to the LEA owning the dataset.o Available for the ~200 relevant calls. Generally these are calls between criminals but it may not bealways. End date and time of the call. Start date and time of the call.
The network calls using speakers and phone numbers as nodes are shown in Figure 1 and Figure 4, respectively.

Figure 26. Groundtruth network. The nodes are speakers and the links are calls. There are 66 speakers in the network.
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20 D. van der Vloed, et al., “Exploring the Effects of Device Variability on Forensic Speaker Comparison Using VOCALISE and NFI-FRIDA,A Forensically Realistic Database.” In Odyssey 2020 The Speaker and Language Recognition Workshop, 402–7. ISCA: ISCA.
21 D5.3 Final set of ROXANNE speech/NLP/video technologies for network analysis, Deliverable of H2020 project No. 833635 - ROXANNE,October 2022.

Figure 27. Phone number network. Each node is a phone number and the links are calls. There are 86 phone numbers in the network.
3.2 FRIDA - Forensically relevant inter-device audio database
FRIDA20 is a database of forensically relevant speech recordings that were acquired simultaneously by multiplerecording devices. The telephone conversations are in Dutch between 250 speakers. Particular care was taken torecruit speakers from different socio-economic backgrounds. Each speaker has 16 conversations with anotherparticipant for approximately five minutes. Approximately half of the conversations, i.e., around eight conversationsper speaker, have been orthographically transcribed by three native Dutch speakers following a transcription protocol.This resulted in the transcribed data from 223 participants.
This dataset has been used on text-based speaker recognition, as described in D5.321.

3.3 Case 1 Data
Case 1, is a simulated drug trafficking case. The database consists of 28 recorded conversations carried out accordingto the script by police officers of our services for the needs of the programme. The names, telephone numbers andmetadata of the calls are not real. In addition, five calls from an old and closed case were included. This data wascompletely anonymized by a police consortium partner. The scenario was based on the assumption that we know 11of the people involved in drug trafficking, some of whom in the the case changed phones and numbers and made callsto some of the known individuals. The purpose of the platform would be to be able to identify the new users of thephones if they are the same as those already known. Most of the calls are in Greek except two which are in English.
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22 Arora, S., Liang, Y., & Ma, T. (2017). A simple but tough-to-beat baseline for sentence embeddings. In International conference on learningrepresentations (ICLR).23 Mikolov, T., Chen, K., Corrado, G., & Dean, J. (2013). Efficient estimation of word representations in vector space. arXiv preprintarXiv:1301.3781.24 Jacob Devlin, Ming-Wei Chang, Kenton Lee, & Kristina Toutanova (2019). BERT: Pre-training of Deep Bidirectional Transformers forLanguage Understanding. In Proceedings of the 2019 Conference of the North American Chapter of the Association for ComputationalLinguistics: Human Language Technologies, NAACL-HLT 2019, Minneapolis, MN, USA, June 2-7, 2019, Volume 1 (Long and Short Papers)(pp. 4171–4186). Association for Computational Linguistics.

3.4 Case 2 (Burglary) Data
The dataset used in this study is provided by a police consortium partner and anonymized to a standard compliantwith their national law and GDPR (and approved by a legal adviser at the police management), contained around30,000 reports of solved burglary cases that occurred in a country (analysed by the police partner) between 2018 and2021. The information contained in the reports included a crime identifier, the respective anonymized identifiers ofthe offenders, the min-max-scaled site coordinates of the crime (which prevent precise retrieval of the localizationof the site), timestamps and a parameterized free-text description of the case in the form of an embedding vector, inparticular, a Smooth Inverse Frequency (SIF) embedding22. The properties of the crime nodes in our graphs aretransformed into embedding vectors that are built from the textual description of the incident. Although the spatio-temporal information of a crime is very important for applications like link detection and prediction, we have ignoredthese features, and considered the problem as a routine independent investigative filtering procedure. Weparameterized the textual information of the crime using (SIF). This method can encode word sequences in a sentenceor paragraph into a single vector, which mathematically represents the crime description. In short, this method smartlycombines the embeddings of each word within a sequence as to identify the most relevant ones, a simple semantictext similarity task that has been shown to work well previously23. Although there are other more sophisticatedalternatives for text embedding, such as those based on BERT transformers24, we finally opted to implement SIFembeddings, which was suggested by a preliminary experiment carried out using a development dataset of crimetextual descriptions. In this experiment, we observed that SIF embeddings led to greater distinction of linked andunlinked cases compared to the BERT embeddings. One possible explanation is that SIF used a domain-specifictrained word2vec, while BERT relied on a pre-trained general model. Three different networks were then generatedbased on the original burglary data and its text embeddings, including:

 A crime-offender network with 41,324 nodes and 34,156 edges, where nodes represent both crimes andoffenders, and links indicate whether an offender participated in a crime. This network is a bipartite graphwith two different types of nodes, which are separated next into two networks for further analysis.

Figure 28.
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 An offender network, where the nodes represent offenders and the links indicate whether two offenders areinvolved in one or more burglary cases. To generate the offender graph, we used the original undirectedcrime-offender network to connect two offender nodes each time they shared a crime, and then filtered thecrime nodes. The offender network resulted in a total of 17,232 nodes and 21,302 edges. We used thisdataset in the link prediction experiments as the network is large enough for this purpose.

Figure 29.
 A crime network with nodes representing offenses and edges indicating the number of shared offendersbetween the crimes. This network included 23,380 nodes and 42,604 edges, which is also used for linkprediction experiments, especially inductive link prediction.

Figure 30.
3.5 Case 3 data
This data set contains ten intercepted GSM telephone conversations in Lithuanian language from various real cases(mostly swindling). The recordings are stored as mono, i.,e the two sides in the call are mixed. In addition, the voicesample of a known criminal is also available (comparative recording). The interest of the law enforcement agency isto detects whether the criminal speaks in any of the ten intercepted calls.

4 Ethics in Data Collection and Processing
During the proposal stage, there was an expectation that partners would be able to easily access and use data fromLEA partner investigations. During the project, it became clear that this would not be as easy as anticipated. Primarily,because LEAs are very careful about the data they share, and many LEA officers are resistant to data sharing.Secondly, where LEA officers were willing to share data, there was a lack of legal support to complete the necessarydocumentation (i.e., data protection impact assessments, as required for the processing of criminal data under Art.35,


